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1. Introduction 
 
This policy outlines the permissible use of business Information Communication Technology (ICT) 
facilities for CC staff when accessing services from CC locations, or using CC resources remotely (e.g. 
via a laptop connected to SystmOne applications, whilst undertaking patient consultations). 
 
Staff should familiarise themselves fully with this Acceptable Use Policy and to have due  
regard for professional behaviour and etiquette when carrying out any type of communication on behalf 
of the organisation. In addition to complying with this Acceptable Use Policy, CC members of staff may 
also be requested to read and sign specific security instructions, according to their role within the 
organisation. 
 

1.1 Legislation 

 
All users of the organisations’ computers have a responsibility to abide by the following legislation: 
 

 Copyright, Designs and Patents Act (1988) 
 

 Access to Medical Reports Act (1988) 
 

 Access to Health Records Act (1990) 
 

 The Computer Misuse Act (1990) 
 

 EU Data Protection Directive (EU Directive 95/46/EC) (1995) 
 

 Protection From Harassment Act (1997) 
 

 The Data Protection Act (1998) 
 

 The Freedom of Information Act (2000) 
 

 Regulation of Investigatory Powers Act (2000) 
 

 Waste Electrical and Electronic Equipment Regulations (2006) 
 

1.2 Non-Compliance 

 
Any breach of this policy, including excessive personal use of ICT facilities can result in disciplinary 
action up to and including dismissal, according to CC's disciplinary policy.  For further guidance please 
contact the CC Operations Lead.  Non-compliance can also damage the reputation of the organisation 
and open the organisation and individual to a host of legal liabilities. 
 
Use of email and the Internet requires system access that must be authorised by an appropriate 
manager as designated by the organisation.  Sharing passwords, and logging onto the network as 
another individual is also a disciplinary offence and a breach of this policy and the IT Security Policy 
Statement. 
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1.3 1.3 Liability 

 
CC does not accept any liability that may arise from employees using ICT facilities for personal use e.g. 
personal use of the Internet to complete an online transaction, which may at a later stage result in 
fraud. 
 

1.4 1.4 Health & Safety 

 
Please be aware of Health & Safety Executive guidance on rest breaks for eyes when required to use 
Display Screen Equipment (DSE) for longer than 1 hour.  Please ensure that you take small breaks away 
from your screen.  Further guidance is available from the Operations Lead. 
 

2. Email 
 
CC recognises that email is a useful means of communication, a valuable resource and essential to 
support NHS business.  Email enables employees to communicate promptly and efficiently with other 
employees, teams, individuals and organisations and for them to undertake their role efficiently and 
effectively. 
 
The purpose of this aspect of the policy is to ensure the proper use of email, so all employees are aware 
of what is deemed as acceptable, and unacceptable. 
 

2.1 Acceptable Personal Use of Email 

 
Email is primarily for business use.  Employees are permitted to use email for occasional and reasonable 
personal use, subject to the terms of this policy. 
 
Occasional and reasonable personal use of email is a privilege and not an entitlement.   
 
This privilege may be withdrawn at anytime, for either a specific individual or for all employees of the 
organisation.  Employees will be informed prior to access being revoked. 
 
Personal use of email must be restricted to breaks or outside of the employee’s normal working hours. 
 

2.2 Criteria for Determining Acceptable Use of Email 

 
When considering acceptable personal use of email you will need to consider: 
 

 The impact on your customers/patients 
 The impact on your own work 
 The impact on the work of colleagues 
 The impact on the department’s and organisation’s service delivery 
 The time of the day, restricted to breaks and/or outside of normal working hours. 
 The perception that others will have of you using email for personal use 
 The duration that you expect this to take you 
 The frequency of personal use of email 
 The recipient that you are sending the email to 
 The content of the email message 
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 That the email message will come from your work account and be associated to the  
 That the email shall be marked ‘personal’ or ‘private’. 

 
Employees do not have an entitlement to use email for personal use.  The work of the individual and 
requirements of the organisation always takes precedent to using email for occasional and reasonable 
personal use.   
 

2.3 Prohibited Use of Email 

 
It is important to note that the sharing of Personal Identifiable Information through email accounts 
(other than via NHS mail (NHS.net mailboxes – described later in this document)) is expressly 
prohibited.  
 
The following list is not exhaustive, but provided as an indication of prohibited use of email, including 
creating, sending and forwarding email messages which deliberately: 
 

 Contain any pornographic, obscene, indecent or sexually explicit material. 
 Contain any illegal material. 
 Contain any offensive, harassing, sexist, racist, hateful or otherwise  
 Contain chain messages and jokes. 
 Conduct any commercial activities (e.g. running a business) 
 Perpetrate any form of fraud or criminal activity. 
 Contain any form of defamation. 
 Contain any form of discrimination. 
 Contain any form of harassment or bullying. 
 Introduce viruses, spyware or malware. 
 Bring the organisation or a colleague into disrepute. 
 Interfere with the work of the individual. 
 Interfere with the work of a colleague. 
 Interfere with the work of the department. 
 Interfere with the business of the organisation 
 Illicit the distribution of  any person identifiable or business confidential material. 
 Abuse the use of email, e.g. sending and receiving excessive one line personal  
 Send personal emails to a large number of recipients e.g. concert tickets for sale 
 Subscribe to non work related forums using your work email address. 
 Represent personal opinions as that of the organisation. 
 Send bulk unsolicited emails for personal use. 

 

2.4 Monitoring of Email 

 
All employees need to be aware that CC can monitor the use of email facilities for the following reasons: 
 

 To ensure compliance to this policy 
 To protect the organisation from a host of legal liabilities including harassment and discrimination 

in the work place, defamation, transmitting of confidential information 
 To guard against inappropriate and excessive personal use 

 
Manager’s who have concerns regarding the potential misuse of email by a member of staff must 
contact the Operations Lead.  If the Operations Lead feels an investigation is appropriate they must 
authorise access to the mailbox for monitoring purposes. 
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If the monitoring highlights potential misuse, abuse, or contains any information of an inappropriate 
nature, the information will be passed to the relevant Director or Manager. The Director or Manager, in 
conjunction with HR, will be responsible for pursuing any further action. 
 

Covert monitoring is subject to the Regulation of Investigatory Powers Act (2000).  Where there is 

reason to believe criminal activity is involved the police and other appropriate investigative bodies would 

be informed. 

 

2.5 Associated Risks of Using Email 

 

When using email you need to be aware of the following important points: 

 

 When sending an email to a network distribution list, you should check the distribution list 

membership prior to sending the email to ensure that the membership is appropriate.  Use of 

the ‘Blind Copy’ (BCC) facility can prevent inappropriate use of the ‘Reply All’ function when 

emailing large and/or multiple distribution lists 

 

 Take particular care in forwarding emails to ensure that you do not cause damage, 

embarrassment or disclose confidential material to the originators and other recipients of the 

email.  Ensure that the recipients email address is correct 

 

 Take particular care with the use of the ‘Reply to All’ function in email, considering that many 

recipients (potentially thousands) may receive your response 

 

 Be aware that the name of the organisation is connected to each email that you send 

 

 Email is a fast method of communication, but care should be taken to ensure that emails are not 

responded to in haste.  If in doubt wait until the next day before sending the email or ask a 

colleague to read the email prior to sending 

 

2.6 SPAM & Phishing Emails 

 

SPAM email is unsolicited email, often referred to as ‘junk’ email and is indiscriminately sent to many 

thousands (if not hundreds of thousands) of email addresses. SPAM email usually invites you to 

purchase a product or service. 

 

Phishing (pronounced “Fishing”) is an attempt to fraudulently acquire sensitive or personal information 

like credit card details, bank account details, passwords or other similar information, usually by 

masquerading as a trustworthy source e.g. your Bank. 

 

Phishing is typically carried out by email with a link to a web site, and often asks you to enter your 

personal details e.g. bank accounts details, password etc into a website. (Never respond to such a 

request to divulge your personal information).  
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Spear-phishing (phishing attacks directed at a specific target)  usually at High profile individuals (such 

as management) are often the target of such attacks, and if sensitive information is leaked, or IT 

credentials are compromised as a result, this could have a very significant impact on the business.  

 

In summary, never reply to any SPAM or Phishing emails, or reveal confidential authentication 

credentials to any third party. 

 

2.7 Guidance and Best Practice – Email 

 

 Email is a corporate communication business tool, and email communications should be in a 

suitable professional manner, appropriate to the organisation and working of the team. 

 

 Email capacity is not unlimited.  A standard email account will issue a warning when it is nearing 

capacity, will stop sending as it gets fuller, and eventually stop sending and receiving once it has 

reached it’s limit.  Therefore regular housekeeping is required and unwanted email messages 

should be deleted. 

 

 If you receive an email from the ‘System Administrator’ you will need to start to delete 

unnecessary email.  Please note it is the size of email (usually with attachments) and not 

number of emails that will fill up the quota 

 

 Sending of emails with large attachments can adversely impact the performance of the network  

 

 The provisions of the Data Protection Act 1998 (and any related legislation) and the Freedom of 

Information Act 2000 and the organisation's policies and procedures relating to Data Protection, 

Freedom of Information and Confidentiality also apply to email communication. This means that 

emails may have to be disclosed to individuals or outside agencies, as required by current Data 

Protection and Freedom of Information legislation or as required by any other statutory or 

legal duty imposed on the organsiation 

 

 Avoid using email for sensitive or emotional messages where possible.  Re-read messages prior 

to sending to check for clarity and ensure that they do not contain anything which could 

embarrass the individual, organisation, or make the organisation liable 

 

 Do not forward virus warning messages – many are hoaxes designed to waste time and use up 

resources.  If you receive an email warning of a virus and are unsure whether it is genuine 

please contact the Service Desk 

 

 At all times when you leave your workstation you must ‘lock’ the workstation to stop other 

unauthorised individuals gaining access to your email. For users issued with NHS smart cards, 

these must be removed from the workstation/laptop when leaving the device 

 

 Credential sharing (i.e. passwords and NHS smart cards), so others can gain access to your 

email, and logging in as another user to send email as them is fraud, a breach of this policy and 

the CC IT Security Policy Statement, and is a potential disciplinary issue 
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 An appropriate subject heading should be used for each email  

 

 Do not save any Personal Identifiable or confidential information to the computer’s local drives 

(e.g. C:\), outside of agreed caching capabilities 

 

3. Attachments 
 

The emailing of office attachments including (.doc .ppt .xls, .pdf, .jpg, .tif, .zip) is supported across the 

CC networks.  Sending of .exe files and movie files (unless these are for business purposes) is 

prohibited. 

 

Where possible, emails that need to contain a document, should reference the document with a link to a 

shared drive, rather than attach the document itself. 

 

Please note that anyone who wishes to open the file from the link will need to have access 

to the drive and folder that the file is stored in. 

4. Signature & Email Disclaimer 
 

The use of a signature and disclaimer in emails is recognised as good practice, but disclaimers are not 

legally binding. 

5. Calendar Permissions 
 

Personal Identifiable Information (e.g. appointments with patients) must only be stored within the 

authorised rota/appointment calendar schedules provisioned within SystmOne applications.  Outlook 

calendars outside of SystmOne should not be used to store information related to patient appointments 

(they may be used for generic office scheduling activities, such as team meetings, etc). 

 

5.1 Delegate Access 

 

You can delegate other individuals to have access to your calendar, inbox, sent items and sub folders to 

create and edit calendar appointments, manage and respond to emails and accept and send meeting 

requests on your behalf. 

 

This can be achieved by assigning the appropriate folder permissions to the designated colleague, who 

in turn can gain access via the File, Open, Other Users Folder option. 
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5.2 Out of Office Assistant 

 

If you are going to be out of the office for more than one day, you should turn on your ‘Out Of Office’.  

When this is turned on it will automatically reply with a given message to anybody that sends you an 

email.  

 

The Out Of Office Assistant message should state when you will be able to reply to the message and 

alternative contact details for colleagues that may be able to assist. Colleagues listed in an out of office 

assistant message should be contacted prior to this being enabled. If you require assistance with setting 

up an Out of Office message please contact the CSU Service Desk. Care should be taken not to disclose 

an excessive amount of information related to your absence in your Out Of Office message, as there is 

always a risk that this data could be captured and subsequently used for nefarious purposes. 

 

5.3 Guidance for Automated Email Forwarding 

 

It is recognised that in a limited number of occasions it may be necessary to automatically forward 

email from one account to another.  However before undertaking automated email forwarding, please 

consider the below points. 

 

 If you apply automated email forwarding you may be asked to justify why you did this, and what 

alternative options you considered. 

 

 Technically you can only automatically forward email from @nhs.uk account to @nhs.net, 

although this is not recommended.  You cannot forward email from @nhs.net to @nhs.uk as the 

NHS Mail system does not allow this functionality. 

 

 The automated forwarding of emails to public Internet email addresses (e.g. your home email 

address) is strictly prohibited. 

 

 You should not automatically forward from one colleague to another – use the Delegates option 

to allow a colleague to gain access to your inbox e.g. for the period of time that you are away. 

 

5.4 Access to another individual’s mailbox or personal drive in their absence 

 

If access to another person’s mailbox or personal drive is required in circumstances such as sick leave, 

personal emergencies where absence from work is unexpected, and there is an immediate business 

need to have access to this information; the following steps must be followed: 

 

 Authorisation from the employees Director or Manager is required   

 The nominated individual to have access should be in a management position or in exceptional 

circumstances a more senior position (this should not be the director that makes the request) 

 Access will be provided to the entire mailbox or personal drive i.e. access cannot be provided to 

specific mailbox or personal drive folders only 
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 The employee should be informed of the access, business justification, the nominated individual 

who had access and the period of time.  It is the line manager’s responsibility to inform the 

member of staff of the access when they return to work 

 

When access to a mailbox has been provided, any emails marked as ‘Private’ or ‘Personal’ in the subject 

heading must not be read, as the purpose of the above is to access business information. 

6. Email Security Tiers 
 

When transmitting person identifiable information via email, you need to consider the most appropriate 

security tier versus the urgency that the information is required. The sender remains responsible for 

making the decision on the type of email address used. 

 

6.1 Tier 1 – NHS Mail: 

 

Source:   NHS.NET 

Destination:   NHS.NET 

Example:   John.Smith@nhs.net to Fred.Bloggs@nhs.net 

 

NHS Mail is the only service that should be used for sending person identifiable information 

i.e. sending from one NHS Mail account to another NHS Mail account.   

Access to NHS Mail should be via the NHS Portal (www.nhs.net). 

 

NHS Mail also offers the following secure email facilities: 

 

 Secure email to certain central and local government communities e.g. the Police, Social Services 

(via the Government Secure Intranet). 

 A third party programme for regular information flows of sensitive and Personal Identifiable 

information outside of the NHS. 

 An S/MIME tool for infrequent information flows of sensitive or Personal Identifiable information 

outside of the NHS. 

  

6.2 Tier 2 – NHS Trust’s Email Systems: 

 

Source:  NHS.UK 

Destination:  NHS.UK 

Example:  Emma.Smith@trust-pct.nhs.uk to Another.Person@trust-pct.nhs.uk 

 

6.3 Tier 3 – Email from the NHS to the Internet: 

 

Source:  NHS.UK or NHS.NET 

Destination:  CO.UK, .COM, .NET 

Example 1:   Emma.Smith@trust-pct.nhs.uk to johnny45@hotmail.com 

 

mailto:Another.Person@trust-pct.nhs.uk
mailto:johnny45@hotmail.com
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Emails sent to public email domains represent the highest risk, as they are sent across the Internet. 

Under no circumstances should any business confidential or personal identifiable information be sent to 

these addresses. 

 

When you wish to send emails that contain or have attachments containing person identifiable or 

confidential information, it might be helpful to use the grid below to check which routes are secure. 

 

To 
NHS Mail 

Government 
Security Intranet 

(GSI) 

NHS Trust 
Or 

Council Email 

Internet Email 
 

From 

NHS Email 
 

Secure 
 

Secure Not Secure Not Secure 

NHS Trust Email 
 

Not Secure 
 

Not Secure Not Secure Not Secure 

Internet Email 
 

Prohibited 
 

Prohibited Prohibited Prohibited 

 

Advice & Guidance: 

 

If you require advice or guidance on whether or not you should send Personal Identifiable Information 

or NHS Confidential data via email, please consult the CC Information Governance Lead. 

 

6.4 NHS Mail 

 

If CC employees feel that they have a requirement to regularly exchange Personal Identifiable 

Information outside of authorised SystmOne applications, they should notify their line management or 

the CC Information Governance Lead, who will consider whether they should be issued with an NHS 

Mail account. 

7. Internet 
 

CC recognises that access to the Internet is a useful means of communication, a valuable resource and 

essential to support NHS business. 

 

The purpose of this policy is to ensure the proper use of the Internet, so all employees are aware of 

what is deemed as acceptable, and unacceptable use of the Internet. 

 

All reasonable Internet use for business purposes is permitted, providing that you can justify the 

purpose.  If you have the requirement to access potentially sexually explicit material or material which 

may be classified under ‘prohibited use’ (see below) as part of your job role, you must email your line 

manager for approval prior to viewing this material.  
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Staff are advised to familiarise themselves fully with this acceptable use policy and to have due regard 

for professional behaviour and etiquette when accessing the Internet. 

 

When you are not using the Internet you must ensure that you close your web browser. 

 

7.1 Acceptable Personal Use of the Internet 

 

The Internet is primarily for business use.  Employees are permitted to use the Internet for occasional 

and reasonable personal use during the working day, subject to the terms in this policy. 

 

Occasional and reasonable personal use of the Internet during the working day is a benefit and not an 

entitlement.  This benefit may be withdrawn at anytime, for either a specific individual or for all 

employees of the organisation.  Employees will be informed prior to access being revoked. 

 

7.2 Criteria for Determining Acceptable Use of the Internet 

 

When considering acceptable personal use of the Internet you will need to consider: 

 

 The impact on patients 

 The impact on your own work 

 The impact on the work of colleagues 

 The impact on the organisation’s service delivery 

 The time of the day, restricted to breaks and/or outside of normal working hours. 

 The perception that others will have of you using the Internet 

 The duration of time you spend on the Internet 

 The frequency of personal access of the Internet 

 The type of material being viewed (see prohibited use) 

 Bandwidth resources available at each site, and via remote connections, ensuring that the 

operational IT service provision is not compromised with personal use of the Internet. 

 

Broadly the criteria for determining acceptable personal use should be similar to that of employees 

making telephone calls of a personal nature within business hours, such as making appointments. 

 

Employees do not have an entitlement to use the Internet for personal use.  The work of the individual 

and business of the organisation takes precedent to using the Internet for occasional and reasonable 

personal use.  You may be asked to justify the time that you have spent on the Internet.  This benefit 

may be withdrawn at anytime, for either a specific individual or for all employees of the organisation. 

 

Please seek guidance, in the first instance, from your line manager. 

8. Mobile Broadband 
 

Mobile broadband devices are provided for business use i.e. to enable staff to connect to the 

organisation’s computer network from remote locations via the Internet. 



 

14 | 

P a g e  

CC – IG04 Acceptable Email and Internet Use Policy v1.0 

 

Mobile broadband services have a monthly data limit.  If the monthly limit is exceeded extra costs may 

be incurred.  If extra costs are incurred due to excessive personal use i.e. downloading music files or 

films, the member of staff may be expected to pay the excess charges and may be considered to be in 

breach of this policy.  See the section on Non-Compliance. 

 

8.1 Acceptable Use -  Mobile Broadband Examples 

 

The following scenarios would be regarded as acceptable personal use of the Internet.  This list is not 

exhaustive: 

 

 A member of staff wants to check a traffic website before leaving work. The journey is for 

private purposes.  The member of staff has completed all their work. Total use of the Internet 

takes less than 5 minutes. 

 

 A member of staff uses the Internet to check their personal Internet based email account at 

lunchtime.  Total use of the Internet is confined to their lunch break. 

 

 A member of staff uses the Internet to lookup a phone number regarding a personal 

appointment towards the end of the day when the allocated work as been completed.  Total use 

of the Internet takes 5 minutes. 

 

 A member of staff uses the Internet to check their bank account within their lunch break. 

 

8.2 Unacceptable Use - Examples 

 

 The following scenarios would be regarded as unacceptable personal use of the Internet.  this 

list is not exhaustive: 

 

 A member of staff spends 45 minutes during a busy working period for their department online 

shopping and emailing friends. 

 

 A member of staff permanently has the website for a sports event open to check progress. 

 

 A member of staff continuously logs onto personal websites and personal email accounts 

throughout the day. 

 

 A member of staff gives CC laptop access to their partner in the evenings, to look for last-minute 

holiday deals. 

 

8.3 Prohibited Use of the Internet 

 

 Deliberately viewing any pornographic, obscene, indecent or non clinical sexually explicit 

material. 
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 Deliberately viewing any illegal material. 

 Deliberately viewing any offensive, sexist, racist, hateful or otherwise offensive/discriminatory 

material. 

 For any commercial activities (e.g. running a business) 

 To perpetrate any form of fraud or criminal activity. 

 To send offensive or harassing material to others. 

 For personal financial gain (e.g. pay to surf).  The use of the classified ads on the CC Extranet is 

excluded. 

 For bringing the organisation or a colleague into disrepute. 

 Any form of defamation. 

 Any form of discrimination. 

 Any form of harassment or bullying. 

 Where it interferes with the work of the individual that is using the Internet. 

 Where it interferes with the work of a colleague. 

 Where it interferes with the work of the department. 

 Where it interferes with the business of the organisation. 

 For illicitly distributing any patient or business confidential material. 

 For hacking or gaining access to unauthorised areas. 

 To deliberately waste network resources. 

 For the deliberate introduction of viruses, spyware or malware. 

 The use of proxy avoidance websites. 

 Streaming video or audio for non work use. 

 Any form of instant messaging (e.g. Messenger) for non work use. 

 Access to streaming media (e.g. You Tube), social networking (e.g. Face Book) and gambling 

Internet websites (e.g. Ladbrokes), except for authorised business purposes. 

 RSS feeds for personal purposes. 

 Sharing CC authentication credentials with others (e.g. family members), to provision Internet 

access via CC laptops. 

 

8.4 Blocked Websites 

 

A number of Internet websites are currently blocked. These include websites which have content 

within the following categories: 

 

 Adult/Mature Content 

 Child Pornography 

 Extreme 

 Gambling 

 Hacking 

 

 Illegal/Questionable 

 Illegal Drugs 

 Pornography 

 Violence/Hate/Racism 
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Access to 'streaming media' and certain 'social networking' websites has also been blocked. 

Attempts to access blocked websites will display an ‘Access Denied’ page. 

 

8.5 Streaming Media 

 

Streaming media i.e. video clips (e.g. YouTube) which are available on many Internet websites can use 

a considerable amount of network bandwidth.  Consequently this has been blocked by the Internet filter 

to protect system performance. 

 

If you have a genuine business need to access streaming media on specific sites please in the first 

instance discuss this with your manager.  If they feel your request is valid they can contact CC ICT 

Services. 

 

8.6 Social Networking & Blogging 

 

Social networking sites (e.g. Facebook, MySpace, LinkedIn) allow users to create a representation of 

themselves (a profile), which contains information such as their interests, photographs, social links etc.  

They allow users to interact over the Internet. 

 

Blogging sites are a type of website, usually maintained by an individual, with regular entries of 

commentary, descriptions of events, or other material such as graphics or video clips. 

 

These sites must not be used to hold or comment on business or patient related information of any 

kind, except where written permission has been obtained by a Senior CC manager. 

 

The following guidance is provided for CC employees, when utilising social networking sites: 

 

 Be responsible for your actions. You are personally responsible for the content you publish. 

Respect the feelings and privacy of others 

 

 Be clear that opinions are your own. When posting on blogs, etc, make clear that you are 

speaking for yourself, not CC. Personal blogs or websites should not contain any confidential 

information about CC, or Personal Identifiable Information 

 

 Follow the rules. Respect copyright laws, and check any conflicts of interest with CC line 

management 

 

 Speak up. If you spot an issue when utilising social media channels, which causes you 

professional concern, or you feel may impact CC, seek guidance from CC line management 

 

8.7 Online Translation Facilities 

 

Numerous online translation websites are freely available on the Internet.  The servers that host these 

sites could be situated anywhere in the world, and connections to them are rarely encrypted. 
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Therefore text entered in to these sites for translation must never include any person/Personal 

Identifiable Information, or sensitive information related to CC. 

 

8.8 Sexually Explicit Material 

 

The vast majority of staff will not have any legitimate business use for accessing or transmitting sexually 

explicit material at work. 

 

In exceptional circumstances there may be clinical reason to access sexually explicit material.  In such 

rare occasions prior approval must be obtained from your Director or Business Unit Manager. 

 

What you must not do: 

 

Do not access or transmit any material with a sexual content. 

 

What are the consequences of not following this policy? 

 

Accessing and transmitting sexual material may be a criminal offence for which both you and the 

organisation could be liable. 

 

The display on screen of sexual material or the transmitting of such material to other people may 

constitute sexual harassment (see the harassment section of this Policy). 

 

8.9 The Internet Watch Foundation 

 

Where attempted access to a website categorised by the Internet Watch Foundation (IWF) (e.g. child 

abuse and criminal material) is logged, then the information will be held securely and passed 

immediately to the Police and the relevant Director made aware.  All individual employees have a 

requirement to inform the Police immediately should they witness anyone accessing website material 

categorised by the Internet Watch Foundation.  These broadly include: 

 

 Images of child sexual abuse 

 Criminally obscene content  

 Incitement to racial hatred content 

 

If further clarification is required please, in the first instance, contact your line manager. 

 

Failure to abide by this policy may lead to disciplinary action being taken against you. (See the section 

on Non-Compliance.) 

9. Monitoring 
 

CC (and partners/providers) monitor employees’ use of CC ICT systems, for the following reasons: 
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 To ensure that the IT network performance meets business needs 

 To ensure that the use of bandwidth for Internet use is appropriate 

 To protect the organisation from spyware, viruses, and malware 

 To ensure appropriate personal use of the Internet 

 To identify any inappropriate and excessive personal use 

 To protect the employing organisation from legal liabilities 

 To ensure that only users with appropriate authorisations are accessing CC IT services 

 To ensure compliance to this policy 

 To meet the NHS Health and Social Care Information Centre (HSCIC) Statement of Compliance 

(SoC) for CC 

 To meet IT service delivery best practice of the employing organisation 

 

All employees need to be aware of the potential for monitoring on CC systems.  This is achieved by: 

 

 Knowledge of this policy and its contents 

 Regular communications by management to staff via email 

 

Covert monitoring is subject to the Regulation of Investigatory Powers Act (2000).  Where there is 

reason to believe criminal activity is involved the police and other appropriate investigative bodies would 

be informed.  

 

It is important to note that CC employees must only utilise the approved, managed computer equipment 

provided by CC to interact with the CC system. No other devices (e.g. personal USB memory sticks) 

should be connected to the CC system or associated endpoints. Monitoring tools may be deployed in 

support of this principle. 

10. Messaging Software 
 

Messaging or ‘chat’ systems such as the TPP SystmOne Messaging facility, are provided as a means of 

communication to support CC operations.  They enable employees to communicate instantly with other 

employees to undertake their role efficiently and effectively. 

 

Messaging systems are provided primarily for business use and should be used professionally at all 

times, subject to the terms in this policy. 

 

All employees need to be aware that the employing organisation can audit the use of messaging 

facilities, and may do so for the following reasons: 

 

 To ensure compliance to this policy 

 To guard against excessive or inappropriate use 
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10.1 Mobile Phones 

 

Mobile telephones are not current provided to staff by the organisation.  

 

If your personal mobile phone is used in support of your assigned tasks/duties for business purposes 

(whether for voice or text – see below) you should do so in a professional manner, subject to the 

terms in this policy and the CC IT Security Policy Statement. 

 

10.2 SMS Texting 

 

Short Message Service (SMS) texting is an easy to use mobile communication service for the exchange 

of short alphanumeric text messages.  SMS services are also available via Internet or email based 

services e.g. NHS Mail, or national applications e.g. TPP. 

 

Whilst there are undoubted values of SMS as a business tool, there are also legal obligations, and 

potential dangers and pitfalls to be managed.  SMS is an insecure protocol. Inappropriate or careless 

use of SMS may expose the organisation and its patients to information risks capable of impacting 

business and care processes and may be in breach of data protection legislation. 

 

SMS messages stored on NHS owned systems are subject to the same data protection and freedom of 

information obligations as other NHS information assets.  SMS services must be designed and 

implemented in accordance with NHS Connecting for Health IG Guidance. 

 

Personal Identifiable Information should never be transmitted through SMS texting. 

11. Printing 
 

A ‘minimum printing’ principle should be applied when generating hard copies of documents containing 

CC information, or Personal Identifiable Information. Only authorised, CC-provisioned printers should be 

utilised. All printed material should be: 

 

 Stored securely, in a unmarked envelope, when not in use 

 Transported in unmarked envelopes 

 Shredded when no longer required, using a cross-cut shredder 

12. Authentication Credentials 
 

All assigned CC authentication credentials (e.g. passwords, tokens (such as RSA Secure-ID) and smart 

cards) should be managed with security as the primary consideration. Specifically, no credentials should 

be shared with any other individual either internally or externally to CC. If it is suspected that 

credentials have been compromised, they should be changed immediately, and line management and 

the Director of Governance for CC should be notified.  
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Passwords should conform to the following characteristics: 

 

 A minimum of 9 alphanumeric characters, including at least one upper case, one lower case, and 

one numeric character. 

 Passwords used on the system in the recent past should not be re-selected. 

 

Passwords should be changed when prompted by the system (usually every 90 days). More detailed 

instructions on the management of authentication credentials is provided within specific security 

instructions, for relevant user communities.  

13. ICT Management 
 

No CC employee will: 

 

 Intentionally disrupt CC network communications or deny service to any other user Intentionally 

propagate computer viruses or malware, on CC systems 

 Remove or disable installed anti-virus software, or malware controls, from CC ICT systems  

 Attempt to crack or capture CC authentication credentials 

 

14. ICT Security Incidents 
 

A security incident is defined as a single or series of unwanted or unexpected security events that have 

a significant probability of compromising, or threaten to compromise, the availability, confidentiality or 

integrity of an organisation, including the infrastructure, management systems and information. 

 

In the event of an ICT security incident, line management and the CC IG Lead should be informed. The 

CC Incident Management Policy should be followed, which provides the necessary information to ensure 

that formal procedures are in place for incident (suspected and actual) reporting. 
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Appendix 1 – Defamation/ Harrassment Guideance 

 

Defamation  

 

What is defamation? 

 

Defamation is the publication of a statement that adversely affects a person’s, or the organisation’s 

reputation.  Publication may be by way of the Internet or via email. 

 

What you must not do: 

 

Do not send or circulate, internally or externally, any information, which is defamatory.  In particular, 

you must not send or circulate, internally or externally, any information that contains negative 

comments about an individual or company without first checking that the contents of the information 

are accurate.  If in doubt, you must check with your manager. 

 

What are the consequences of not following this policy? 

 

A person or company defamed may sue you and the organisation for damages.  There is a defence that 

the information was “true” but the onus would be on you or the organisation to show that. 

 

Failure to follow these rules may lead to disciplinary action being taken against you.  (See the section on 

Non-Compliance.)  

 

Harassment 

 

What is harassment? 

 

All employees must be allowed to work in an environment free from harassment of any kind.  This 

includes (but is not limited to) sexual and racial harassment, and harassment on the grounds of sexual 

orientation, religion, age and disability.  Harassment affects morale and prevents a person fulfilling their 

full potential in their work. 

 

Sexual harassment is unwanted conduct of a sexual nature, or other conduct based on sex affecting the 

dignity of women and men at work.  In the context of this Policy this includes sending messages with 

sexually suggestive material, repeated offensive sexual propositions or abuse of a sexual nature. 

 

Racial harassment is unwanted conduct based on race affecting the dignity of women and men at work.  

In the context of this Policy this includes sending messages containing offensive insults or “jokes” based 

on race and abuse of a racial nature. 

 

What you must not do: 

Do not send, forward or redirect abusive or offensive messages or messages which contain sexual or 

racist material. 
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What are the consequences of not following this policy? 

 

Harassment is a criminal offence for which the harasser can be found personally liable. Victims of 

harassment may be able to claim damages from the harasser and from the organisation. 

 

Failure to follow these rules may lead to disciplinary action being taken against you.  (See the section on 

Non-Compliance.) 

 

Reporting harassment: 

 

Any employee who is subjected to or has knowledge of harassment (whether emanating from inside or 

outside of the organisation) is encouraged to immediately report that harassment to: 

 

 The victim’s or the witnesses’ manager or, where that is not possible or appropriate 

 

 Any member of management at the same level of management as the victim’s or the witnesses’ 

manager or, where that is not possible or appropriate 

 

 To any member of the next level of management above the victim’s or the witnesses’ manager 

 

 To the organisation’s Human Resources Manager  


